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��� ��� ������ ��� �  

��� � 1 ���� 2 � � �!� �" #�$%�&'( �)�� *+, 4 � C

- IP ./ 0 202.114.10.0/24~202.114.13.0/24���!�"12345(6789: �(

6;<=>?@ 1-1AB �   

���

e0/24

e0/0R2

S0/0� 202.114.13.3/24

S0/0� 202.114.13.1/24 S0/0� 202.114.13.2/24

R1

Server2Switch 3

R0

�� A �� B �� D�� C

�� ��

��

VLAN 100� 202.114.12.0/26

VLAN 300� 202.114.12.128/26

VLAN 200� 202.114.12.64/26

Server1
202.114.10.253

202.114.10.0/24

202.114.11.0/24

Switch 2Switch1

Switch0

�	 B�	 A

e0/2

� 1-1 

     

��� ��� ������ 1�������� 4 ��� �� �� �  

+CD@ 1-1EF R0GHI�JK L  

R0 (config)#interface s0/0        M7� NOJK PQ R  

R0 (config-if)# ip address 202.114.13.1   M 1R      MSK IP ./�TU R 

R0(config) # encapsulation   M 2R         MSKNOVW PQ R  

 

��� ��� ������ 2�������� 5 ��� �� �� �  

Switch0X Switch1X Switch2 � Switch3 YZ[\]^_ ���`�� IP ./0Z

202.114.12.0/24� Switch0�aO e0/24bGHI R2 �aO e0/0cd �+CD@ 1-1EF

GHI R2e Switch0�JK �  
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R2(config)#interface fastethernet 0/0.1 

R2(config-subif)#encapsulation dot1q   M 3R    

R2(config-subif)#ip address 202.114.12.1 255.255.255.192 

R2(config-subif)#no shutdown 

R2(config-subif)#exit 

R2(config)#interface fastethernet 0/0.2 

R2(config-subif)#encapsulation dot1q   M 4R    

R2(config-subif)#ip address 202.114.12.65 255.255.255.192 

R2(config-subif)#no shutdown 

R2(config-subif)#exit 

R2(config)#interface fastethernet 0/0.3 

R2(config-subif)#encapsulation dot1q   M 5R    

R2(config-subif)#ip address 202.114.12.129 255.255.255.192 

R2(config-subif)#no shutdown 

R2(config-subif)#exit 

R2(config)#interface fastether0/0 

R2(config-if)#no shutdown 

 

Switch0(config)#interface f0/24       

Switch0(config-if)# switchport mode   M 6R        

Switch0 (config-if)#switchport trunk encapsulation   M 7R     

Switch0(config-if)# switchport trunk allowed all 

Switch0(config-if)#exit 

 

��� ��� ������ 3�������� 3 ��� �� �� �  

fg_ A b Switch1� e0/2aOcd �+EF Switch1c�aOSK �  

Switch1(config)#interface e0/2      

Switch1(config-if)#    M 8R         MSKaOZ h�iG PQ R  

Switch1(config-if)#    M 9R         Mj e0/2 Jk VLAN 100R  

Switch1(config-if)#exit 

 

fg_ A bg_ D 1l �+�mg_ A b D no�pDqrst �  

g_ Auv   M 10R    ug_ D�  

M 10Rwx	y  

Az Switch1u Switch0u R2(s0/0)u Switch0u Switch2 

Bz Switch1u Switch0u R2(e0/0)u Switch0u Switch2 

Cz Switch1u Switch0u R2(e0/0)u R2(s0/0)u R2(e0/0)u Switch0u Switch2 

Dz Switch1u Switch0u Switch2 
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��� ��� ������ 4�������� 3 ��� �� �� �  

Z,�" A 4{|}~•
€•I Server1�+‚ R0ƒJK„…†‡g_GH �  

R0(config)#ip route 202.114.10.253   M 11R       M 12R      
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��� ��� ������ ��� �  

��� �� €•I 1 �ˆW‰Š Z Windows Server 2003�‹Œ• Ž••{( M VPNR

€• �12 Internetb‘��’“Œ”1l �•(6 ;< =>�c–—p?@ 2-1AB �  

Internet

������������ 1

PC1 PC15��������
PC1 PC20��� �

Eth0:192.168.1.1/24

Eth1:202 .115.12.34/29

������������ 2

Eth1:61.134.1.37/24

������������

��������

Eth0:192.168.0.1/24

 

� 2-1 

˜ �������� 1™��� � 2 ��� �� �� �  

‚ Windows Server 2003�šGH�›œ•
 •4žŸ  ¡¢£¤¥ ¦’“ VPN €

•L  M 1R  � L2TP� L2TP ¤¥
pD§•‚   M 2R   ¤¥3478¨© �  

 

˜ �������� 2™��� � 1 ��� �� �� �  

‚€•I 1 4�ª{ Windows Server 2003�«¬V­®¯ šGH�›œ•
 •�‚

A°±�².€•Iƒx³ šJK´µ{GH�›œ•
 •�¶·x³JK š›œ•
 M¸

¹º VPNR•€• �‚@ 2-2AB�»¼4 �š(6hO •�x³   M 3R    �  

M 3Rwx	y L  

A. dh 1       B. dh 2 
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@ 2-2 

˜ �������� 3™��� � 4 ��� �� �� �  

Z,½¾›œ•
«¬ �¿À„…ÁZ š SubInc•�•
ÂÃÄÅ �ÆÇ¦$‘�

�€•I 2 � VPN •
 �‚@ 2-3 AB�JK»¼4 ��
 šÈÉ-Ê M AR•�ÁË

Z   M 4R   �ÌSKZ š Layer Two Tunneling Protocol•�ÁËZ   M 5R   �ÌSKZ

š Virtual (VPN)•�  

ÍÎ SubIncÄÅ�JKÏÐ �Ñ½ š�Ò IP ÓxI •�‚?@ 2-4AB�JK»¼

4� IP ./��Z   M 6R   �‘(TU��Z   M 7R   �  

    

                      � 2-3                                     � 2-4 

 ˜ �������� 4™��� � 4 ��� �� �� �  

‘�� PC1Œ• Windows XPˆW‰Š �®¯ š(6� Internetdh •�fÔÀÕb

����€•I� VPN dh �‚?@ 2-5 AB�ÖO4�)x³   M 8R   �‚@ 2-6

AB�JK»¼4�m   M 9R   �  
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M 8Rwx	y L  

A. SKº×ØÙ� Internetdh       

B. ÚÀ„�ÛÙ�VWÜK�(6dh  

C. SKº×ØÙ�ÝÞºßÊà�(6  

D. ZÝÞºßÊà�áSKâã(6  

E. ×Ø WindowsäåæSK  

   

@ 2-5                                   @ 2-6 

˜ �������� 5™��� � 2 ��� �� �� �  

{|ÀÕ� VPN dh xd2 �ÈÉ?@ 2-7 AB �µç) VPN dhèéê‹Ô©�

{|Á�ëU ìZíî ì  

 

� 2-7 

��� ��� ������ 6�������� 2 ��� �� �� �  

@ 2-8AB�JKÖO4A°¤¥ šï½ë�ëU M PAPR•�šðñòóôõö÷

¤¥ M CHAPR•�øùú ì  
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� 2-8 
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����–û Linux ÏÐ‰Š� Samba€•��� ��	
� 1 �
� 3�  

��� ��� ������ ��� �  

Linux ‰Šü{,ýÊþ ��� ¦«¬ÏÐ �ýÊ=>� � ƒ\éC �� �• � �A

� �� #é � C ��� F� �  

12 Samba� �’“ 	 û Linux ˆW‰Š�€•I� 	 û WindowsˆW‰Š� 
 |

_no�ÏÐ X �� e �� ® 
 €• �  

��� ��� ������ 1�������� 6 ��� �� �� �  

Linux ‚Œ•è � ÚÀ„ ��� � �� �?� � AB L  

/  

/bin  

/boot �����������  

/dev  

/etc ������ !"#$�%&��'()*  

/home  

/lib ����+�,"#$��-.  

/lost+found  

/mnt /012 3 mount4�����567  

/opt  

/proc  

/root  

/sbin  

/usr  

/var 89��:;0$<=�>?  

/tmp  
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� Dƒ ��� �‚ � M 1R ~M 6R4�m �� �� � M•4 � 1 ‚ � x	y4x³ R�  

�  �ûþ ù� Linux ‰Š �ÏÐ �� ý�p � é  M 1R  �  

�  Linux ‰Š�C �� é  M 2R  � �� �{|g �� ‚  M 3R  �� � �‰Š�S

wÏÐ M?® 
� ç R �� ‚  M 4R  �� 4 �  M 5R  �� 4�� � –_·ï}  !� �  

"  ? # ‚VW $ o %¶ &' �º () � *+ –_ �‚ , ¿µç_Iè �‰Š
Ô -

. ÏÐ‰Š �‰Š
 / Û�â 01 ‡ÜK�ÏÐ � Û ��  M 6R  4�  

M 1Rwx	y L  

Az 1   Bz ù� p �    Cz 2 û 1 

 

��� ��� ������ 2�������� 4 ��� �� �� �  

��34 � �‰Š
ÚÀ� 5 1ÏÐ� 67 SKZ -rw-r--r--� 8 ÏÐA� ( �ÏÐ

M 7R  � 9: {|�ÏÐ  M 8R   �• � {|�ÏÐ  M 9R  �ÏÐ�A� ( º (;� {

|�ü{  M 10R  <=� �Ø > ÏÐ�•
 67 �  

 

��� ��� ������ 3�������� 5 ��� �� �� �  

Linux ‰Š4 Samba�gÔJKÏÐé /etc/samba/smb.conf�+CD��� smb.conf

JKÏÐ �‚ � M 11R ~M 15R4�m �� �� � �  

Linux €•Iµç Samba€•· �‚ 
 |_� š(6 ?@ •4 A BžŸ �� €•�

Linux g_ÁZ  M 11R  �• �� �€•�  M 12R  �}~•
 Samba�� €•� 
 |

_�./ BC   M 13R   D }~12 Samba€•�m /home/samba4� � �{|é   

M 14R   D ) Samba€•I�Œ” � úé  M 15R   �  

[global] 

workgroup = MYGROUP 

netbios name=smb-server 

server string = Samba Server 

;hosts allow = 192.168.1. 192.168.2. 127. 

load printers = yes 

security = user 

[printers] 

comment = My Printer 

browseable = yes 

path = /usr/spool/samba 

guest ok = yes 

writable = no 

printable = yes 

[public] 

comment = Public Test 

browseable = no 
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path = /home/samba 

public = yes 

writable = yes 

printable = no 

write list = @test 

[user1dir] 

comment = User1's Service 

browseable = no 

path = /usr/usr1 

valid users = user1 

public = no 

writable = yes 

printable = no 
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˜�� ™ 

 ������ E _>�(6JK?@ 4-1 AB �‚GHI R1 � R2 ƒJK IPSec

Œ”ÄÅ �’“ E _>����Œ”1l �  

��
���

10.0.1.3

���	
���

10.0.2.3Internet
172.30.1.2 172.30.2.2

R1 R2

 

� 4-1 

��� ��� ������ 1��� �� �� � 4 ��� �� �� �  

@ 4-24M aRXM bRXM cRXM dRZï 9 -Ê IPSecpD F �B G @�•4 M 1R �  M 2R 

VW‚¢£PQ D  M 3R  �  M 4R  EHI Ï½ë �  

�� IP� AH � ��

� IP� AH� �� IP� ��

� IP� ESP� �� IP� �� ESP�

�� IP� ESP� ��

� a)

� d)

� c)

� b)

 
� 4-2 
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��� ��� ������ 2��� �� �� � 4 ��� �� �� �  

�¼� <= ‚GHI R14ÀÕ IKE ÄÅ �+ JK EF <= º�� <= � LM �  

 R1(config)# crypto isakmp policy 110            7� ISAKMP JKPQ  

 R1(config-isakmp)# encryption des                       M 5R         

 R1(config-isakmp)#     M 6R                 ü{ MD5 N ° O0  

 R1(config-isakmp)# authentication pre-share               M 7R         

 R1(config-isakmp)# group 1 

 R1(config-isakmp)# lifetime   M 8R            Œ”–: ��$ Z 1 P  

 

��� ��� ������ 3��� �� �� � 4 ��� �� �� �  

 R2b R1 noü{ Q�� ë R š 12345678•ÀÕ IPSecŒ”–: �+EF�¼JK

<= �  

 R1(config)# crypt isakmp key 12345678 address   M 9R     

 R2(config)# crypt isakmp key 12345678 address   M 10R    

 

��� ��� ������ 4��� �� �� � 3 ��� �� �� �  

 EF�� ACL JK �’“��g_ 10.0.1.3� E _>g_ 10.0.2.3�1l �  

 R1(config)# access-list 110 permit ip host   M 11R    host   M 12R    

 R2(config)# access-list 110 permit ip host   M 13R    host 10.0.1.3 
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��� ��� ������ ��� �  

� S Üü{ T ±O(6 �•(6 ;<=>?@ 5-1AB �    

ISP1 ISP2

R1 R2

Server1:10.10.30.1/24
S1

E0:10.10.10.1/24 E0:10.10.20.1/24

E1:61.27.55.22/30E1:55.23.12.98/30

Server2:10.10.30.2/24

Lan1:192.168.1.0/24 Lan2:192.168.2.0/24

v

� 5-1 
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) S ÜCD’ U ‹Ô �JK(6±O’“?� V } L  

1z S Ü(�{|•
 IP ./ 158.124.0.0/15� 158.153.208.0/20è�±O W ISP2D  

2z S Ü(�{|•
• � IP ./è �±O W ISP1D  

3z€•I12 ISP2ãGZ X �žŸ€• �   

��� ��� ������ 1��� �� �� � 5 ��� �� �� �  

‚) S Ü� Y \ ]^_ S1ƒ�CDƒ � Ô Z EF [\ GHJK �  

ip route vvM 1Rvv v v v v v v v MSK �� GH Rv

ip route 158.124.0.0     vvM 2Rvv vvvvM 3Rvv vvvMSK [\ GH Rv

ip route 158.153.208.0v vvvM 4Rvv vvvvM 5Rvv vvvMSK [\ GH R  

��� ��� ������ 2�������� 6 ��� �� �� �  

1zCDƒ � Ô Z �‚ Y \]^_ S1ƒJK,  : ACL�+CD� � Ô Z EF ��

JK �  

access -list 10 permit ip host 10.10.30.1 any 

access -list 10 permit ip host   M 6R    any 

access -list 12 permit ip any 158.124.0.0    M 7R   

access -list 12 permit ip any 158.153.208.0   M 8R    

access –list 12 deny  ip any any 

2zEF��ÄÅGH�JK �  
route-map test permit 10 

  M 9R    ip address 10 

  M 10R   ip next-hop�   M 11R   �

��� ��� ������ 3�������� 4 ��� �� �� �  

��éGHI R1 �� JK �+EFJK <= �  

R1(config)#interface fastethernet0/0 

R1(config-if)#ip address ����   M 12R   ����   M 13R     

R1(config-if)ip nat inside 

…… 

R1(config)#interface fastethernet0/1 

R1(config-if)#ip address ����   M 14R    ����   M 15R    

R1(config-if)ip nat outside 

…… 


